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Konfigurace sitovych sluzeb

Pomoci distribuCnich utilit

Pomoci utility ip

Rucni konfigurace v rezimu rescue
Pouziti DHCP klienta



Konfigurace sitovych sluzeb

| OFF - x

Pomoci distribucnich utilit $ Network  Airplane Mode |

IPv4 Address 192.168.2.113

T WicFi j | Wired
NetworkManager daemon Connected - 1000 Mbis EX )

* 49 Pickte Soondbus IPv6 Address fe80::f21fafff:-felf:2c60
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@? Network proxy Default Route 192.168.2.254
Ul frontend DNS 192.168.2.2548.8.8.88.8.4.4
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Konfigurace sitovych sluzeb

Pomoci utility ip

systemctl stop NetworkManager

ip
ip
ip
ip

SS

addr

addr add/del 192.0.2.11/24 dev ethO
link set X up/down

route get/add

-nltu

dfive netstat -tulnp



Konfigurace sitovych sluzeb

DHCP (virtualbox: NAT networking)

dhclient enp0s3

1p route

ping 8.8.8.8

ip route get 8.8.8.8

Host: netcat -1 0.0.0.0 8888
VM: curl <>:8888



Konfigurace sitovych sluzeb

Manualni konfigurace:
ip addr add <IP>/<NET> dev <INTERFACE>
ip route add default via <IP>

ping 8.8.8.8



Diagnostika sitoveho provozu

Diagnostika sitového pripojeni
ip addr

ping

ip route get

Nastroje na monitorovani sité
nmap

traceroute



Pouziti snifferu

Koncept zapouzdfeni sitového provozu
Principy protokolu TCP, UDP, IP

Vyznam ethernetové hlavicky, protokol ARP
Tcpdump

Wireshark

Interpretace vysledku



Pouziti snifferu

Koncept zapouzdl"eni sitového ProvoZu zdroj obrazku: https://tldp.org/LDP/tlk/net/net.html
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Pouziti snifferu

Principy protokolti TCP, UDP, IP

https://en.wikipedia.org/wiki/Transmission Control Protocol#TCP segment structure

https://en.wikipedia.org/wiki/User Datagram_Protocol#UDP_datagram_structure

https://en.wikipedia.org/wiki/File:IPv4 Packet-en.svg



https://en.wikipedia.org/wiki/Transmission_Control_Protocol#TCP_segment_structure
https://en.wikipedia.org/wiki/User_Datagram_Protocol#UDP_datagram_structure
https://en.wikipedia.org/wiki/File:IPv4_Packet-en.svg

Pouziti snifferu

Vyznam ethernetové hlavicky

https://en.wikipedia.org/wiki/Ethernet frame#Ethernet |l

Address Resolution Protocol

IP -> MAC

Resolved or broadcasted


https://en.wikipedia.org/wiki/Ethernet_frame#Ethernet_II
https://en.wikipedia.org/wiki/Address_Resolution_Protocol

Pouziti snifferu

Tcpdump, Wireshark, Interpretace vysledku
tcpdump -1 lo -v -n -1 | egrep -i "POST /
tcpdump -i lo -vvAl | grep 'User-Agent:'
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https://www.middlewareinventory.com/blog/tcpdump-capture-http-get-post-requests-apache-weblogic-websphere/#How_to_capture_All_incoming_HTTP_GET_traffic_or_requests

Linux jako router

Konfigurace Linuxu pro routovani mezi dvéma sitémi

Server Client
192.168.0.10 192.168.1.10

e

Linux Router
eth0=192.168.0.1
eth1=192.168.1.1

Zdroj, Obrazek



https://devconnected.com/how-to-configure-linux-as-a-static-router/#:~:text=In%20order%20to%20configure%20a,the%20%E2%80%9C%2Dv%E2%80%9D%20option.&text=If%20you%20don't%20have,on%20Debian%20or%20CentOS%20distributions.
https://www.linuxjournal.com/article/5826

Linux jako router

1. Static IPs

$ sudo nano /etc/network/interfaces
# Defining the first interface

auto <interface name>

iface <interface name> 1net static
address 192.168.0.1

netmask 255.255.255.0

# Defining the second interface
auto <interface name>

iface <interface name> inet static
address 192.168.1.1

netmask 255.255.255.0



Linux jako router

2. Routing

ip route add 192.168.1.0/24 via 192.168.0.1
ip route add 192.168.0.0/24 via 192.168.1.1

3. Packet forwarding

nano /etc/sysctl.conf

net.ipvéd.ip forward=l

sysctl -p



Firewall iptables

Firewall: blocks some traffic

Filters: INPUT / FORWARD / OUTPUT

Targets: ACCEPT / DROP / RETURN / <chain>

List all rules: sudo iptables -L -v



Firewall iptables

Smazat vse

sudo iptables -F

Povolime jedinou adresu na portu 80

sudo iptables -A INPUT -s 192.168.1.3 -p tcp —--dport 22 -j ACCEPT
sudo iptables -A INPUT -3j DROP

Ulozit vSe

sudo /sbin/iptables-save

(£droj)


https://www.hostinger.com/tutorials/iptables-tutorial

NAT v Linuxu

NAT = Zména IP source a/nebo IP destination prichozich paketu
Konfigurace NAT pomoci IPTables
1. Maskarada (vnitrni pocitace maji IP toho vnéjsiho):

iptables -t nat -A POSTROUTING -o eth0O -s 10.0.0.0/24 -j MASQUERADE

2. SNAT (nastavitelna IP)

iptables -t nat -A POSTROUTING -o eth0O -s 10.0.0.0/24 -j SNAT --to-source 123.123.123.1

(£droj)


https://www.pslib.cz/milan.kerslager/Sm%C4%9Brov%C3%A1n%C3%AD_a_ma%C5%A1kar%C3%A1da

Konfigurace DHCP a DNS brany
DNS

apt-get install bind9

ls /etc/bind/

cat /etc/bind/named.conf.local

(£droj)

Lokalné: /etc/hosts


https://wiki.debian.org/Bind9

Konfigurace DHCP a DNS brany
DHCP

sudo apt install isc-dhcp-server

nano /etc/dhcp/dhcpd.conf

option domain-name-servers 10.1.1.1, 8.8.8.8;

(£droj)


https://linuxconfig.org/what-is-dhcp-and-how-to-configure-dhcp-server-in-linux

IPv6

0-3

IPv6 v Linuxu 32-47

2001:0db8:3042:0002:5a55:caff:fef6:bdbf N———
Zakladni pojmy IPv6

192-288

::/0 default, ::1/128 defalt

Konfigurace IPv6 v Linuxu

4-11 12-31

Version

Traffic Class Flow Label

Payload Length Nex?l-?éader Hop Limit

Source Address

Destination Address

ip -6 addr add 2001:db8:1:1:204:76ff:fed47:c/64 dev eth0

ip -6 route show

Link local adresy
(Zdroj obrazku, CZ zdroj, TLDP zdroj)

56-63


https://www.tutorialspoint.com/ipv6/ipv6_headers.htm
https://www.ipv6.cz/cs/linux
https://tldp.org/HOWTO/Linux+IPv6-HOWTO/

Konfigurace serveru

Zakladni konfigurace webového serveru Apache s PHP a MySQL (LAMP)

sudo apt install php libapacheZ2-mod-php php-mysgl mariadb

/etc/apache2/sites-available/

(£droj)


https://www.digitalocean.com/community/tutorials/how-to-install-linux-apache-mariadb-php-lamp-stack-on-debian-10

Konfigurace serveru

Zprovoznéni FTP
sudo apt install vsftpd

/etc/vsftpd.conf
/etc/vsftpd.userlist

sudo systemctl restart vsftpd

(£droj)


https://linuxhint.com/setup-vsftpd-ftp-server-on-debian10/

Sdileni souboru pro Windows pomoci serveru SAMBA

sudo apt install samba
mkdir /home/username/sambashare

/etc/samba/smb.conf:
[sambashare]
comment = Samba on Ubuntu
path = /home/username/sambashare
read only = no
browsable = yes

sudo service smbd restart
sudo smbpasswd —-a username

Windows: \\ip-address\sambashare (Zdroj)


https://ubuntu.com/tutorials/install-and-configure-samba#1-overview

